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Full text available: ^ pdf(521.28 KB) Additional Information: full citation , abstract , references , index terms 

Applications requiring high-speed TCP/IP processing can easily saturate a modern server. 
We and others have previously suggested alleviating this problem in multiprocessor 
environments by dedicating a subset of the processors to perform network packet 
processing. The remaining processors perform only application computation, thus 
eliminating contention between these functions for processor resources. Applications 
interact with packet processing engines (PPEs) using an asynchronous I/O (AIO) prog ... 
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Full text available: t jg|] pdf(669.12 KB ) Additional Information: full citation , abstract , references , index terms 

Cryptographic transformations are a fundamental building block in many security 
applications and protocols. To improve performance, several vendors market hardware 
accelerator cards. However, until now no operating system provided a mechanism that 
allowed both uniform and efficient use of this new type of resource. We present the 
OpenBSD Cryptographic Framework (OCF), a service virtualization layer implemented 
inside the operating system kernel, that provides uniform access to accelerator functio ... 

Keywords: Encryption, authentication, cryptographic protocols, digital signatures, hash 
functions 
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Charles Gruenwald, Adam Torgerson, Richard Han 

August 2005 Mobile Networks and Applications, volume 10 issue 4 

Publisher: Kluwer Academic Publishers 

Full text available: Qpdf(1.27 MB) Additional Information: full citation , abstract , references , index terms 

The MANTIS MultimodAI system for NeTworks of In-situ wireless Sensors provides a new 
multithreaded cross-platform embedded operating system for wireless sensor networks. 
As sensor networks accommodate increasingly complex tasks such as 
compression/aggregation and signal processing, preemptive multithreading in the MANTIS 
sensor OS (MOS) enables micro sensor nodes to natively interleave complex tasks with 
time-sensitive tasks, thereby mitigating the bounded buffer producer-consumer problem. 
To ac ... 

Keywords: cross-platform, dynamic reprogramming, embedded operating system, 
lightweight, low power, multithreaded, sensor networks 
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Profile-directed optimization of event-based pro g rams Q 
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May 2002 ACM SIGPLAN Notices , Proceedings of the ACM SIGPLAN 2002 Conference 
on Programming language design and implementation PLDI '02, volume 37 
Issue 5 
Publisher: ACM Press 

Full text available:^ Pdf(167.69 KB) Additional Information: full citation , abstract, references , citings, index 
^ terms 

Events are used as a fundamental abstraction in programs ranging from graphical user 
interfaces (GUIs) to systems for building customized network protocols. While providing a 
flexible structuring and execution paradigm, events have the potentially serious drawback 
of extra execution overhead due to the indirection between modules that raise events and 
those that handle them. This paper describes an approach to addressing this issue using 
static optimization techniques. This approach, which explo ... 

Keywords: events, handlers, profiling 
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Patricia Gomes Soares 

November 1992 Proceedings of the 1992 conference of the Centre for Advanced 
Studies on Collaborative research - Volume 2 CASCON '92 

Publisher: IBM Press 

Full text available: Q pdf( 4.52 MB ) Additional Information: full citation , abstract , references , citings 

The Remote Procedure Call (RPC) paradigm is reviewed. The concept is described, along 
with the backbone structure of the mechanisms that support it. An overview of works in 
supporting these mechanisms Is discussed. Extensions to the paradigm that have been 
proposed to enlarge its suitability, are studied. The main contributions of this paper are a 
standard view and classification of RPC mechanisms according to different perspectives, 
and a snapshot of the paradigm in use today and of goals for t ... 
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Extending ACID semantics to the file system I 
Charles P. Wright, Richard Spillane, Gopalan Sivathanu, Erez Zadok 
June 2007 ACM Transactions on Storage (TOS), volume 3 issue 2 
Publisher: ACM Press 

Full text available: ^jS] pdf (783.03 KB) Additional Information: full citation , abstract , references , index terms 

An organization's data is often its most valuable asset, but today's file systems provide 
few facilities to ensure its safety. Databases, on the other hand, have long provided 
transactions. Transactions are useful because they provide atomicity, consistency, 
isolation, and durability (ACID). Many applications could make use of these semantics, but 
databases have a wide variety of nonstandard interfaces. For example, applications like 
mail servers currently perform elaborate error handling to ... 

Keywords: File system transactions, databases, file systems, ptrace monitors, 
recoverable memory 



Two years of experience with a &mgr;-Kernel based OS | 
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Publisher: ACM Press 

Full text available: pdf(829.22 KB) Additional Information: full citation , abstract , citings , index terms 

This paper describes the basic components of the L3 operating system and the 
experiences of the first two years using it. The system results from scientific research, but 
is addressed to commercial application. It is based on a small kernel handling tasks, 
threads and dataspaces. User level device drivers and file systems are described as 
examples of flexible OS services realized outside the kernel. 

9 Aspect reuse and domain-specific approaches: Reflections on aspects and j 
<g>> confi g urable protocols 
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March 2006 Proceedings of the 5th international conference on Aspect-oriented 
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Full text available: ^| pdf(378.69 KB) Additional Information: full citation , abstract , references , index terms 

The goals of aspect oriented software development (AOSD) and frameworks for 
configurable protocols (CPs) are similar in many respects. AOSD allows the specification of 
cross-cutting concerns called aspects as separate modules that are woven with the base 
program as needed. CPs are oriented towards building protocols or services with different 
quality of service (QoS) properties and attributes out of collections of independent 
modules, with each configuration customizing the service for a given a ... 

Keywords: configurable software, extensible software 
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Probabilistic, or randomized, algorithms are fast becoming as commonplace as 
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conventional deterministic algorithms. This survey presents five techniques that have 
been widely used in the design of randomized algorithms. These techniques are illustrated 
using 12 randomized algorithms— both sequential and distributed— that span a wide 
range of applications, including :primality testing (a classical problem in number theory), 
interactive probabilistic proofs ... 
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This paper proposes a methodology for making low-level system code of operating 
systems be replaceable at runtime. Our approach is to use concurrent objects as a basic 
programming unit for low-level system programs. To realize the different need for each 
type of system code and to execute these concurrent objects sufficiently efficient, we use 
a combination of dedicated system service layers and other implementation techniques. 
System service layers provide the most suitable primitive operations ... 
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This paper has three goals. (1) We try to debunk several held misconceptions about 
secure deletion: that encryption is an ideal solution for everybody, that existing data- 
overwriting tools work well, and that securely deleted files must be overwritten many 
times. (2) We discuss new and important issues that are often neglected: secure deletion 
consistency in case of power failures, handling versioning and journalling file systems, 
and metadata overwriting. (3) We present two solutions for on-dem ... 

Keywords: file systems, secure deletion, security, unintended data recovery 



14 Emerging threats: A preliminary investigation of worm infections in a bluetooth 
environment 



http://portal.acm.org/results.cfm?CFID=25123614&CFTOKEN=78955318&adv= 7/27/2007 



Results (page 1): -Asynchronous ^asynchronous +kernel +encryption 



Page 5 of 6 



Jing Su, Kelvin K. W. Chan, Andrew G. Miklas, Kenneth Po, AN Akhavan, Stefan Saroiu, Eyal 
de Lara, Ashvin Goel 

November 2006 Proceedings of the 4th ACM workshop on Recurring malcode WORM 
'06 

Publisher: ACM Press 

Full text available: ^ pdf(876.85 KB) Additional Information: full citation , abstract , references , index terms 

Over the past year, there have been several reports of malicious code exploiting 
vulnerabilities in the Bluetooth protocol. While the research community has started to 
investigate a diverse set of Bluetooth security issues, little is known about the feasibility 
and the propagation dynamics of a worm in a Bluetooth environment. This paper is an 
initial attempt to remedy this situation. We start by showing that the Bluetooth protocol 
design and implementation is large and complex. We gather traces ... 
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No secure network file system has ever grown to span the Internet. Existing systems all 
lack adequate key management for security at a global scale. Given the diversity of the 
Internet, any particular mechanism a file system employs to manage keys will fail to 
support many types of use. We propose separating key management from file system 
security, letting the world share a single global file system no matter how individuals 
manage keys. We present SFS, a secure file system that avoids internal ... 
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Accent is a communication oriented operating system kernel being built at Carnegie- 
Mellon University to support the distributed personal computing project, Spice, and the 
development of a fault-tolerant distributed sensor network (DSN). Accent is built around a 
single, powerful abstraction of communication between processes, with all kernel 
functions, such as device access and virtual memory management accessible through 
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messages and distributable throughout a network. In this paper, specif ... 

Keywords: Distributed computation, Inter-process communication, Network, Networking, 
Operating systems, PERQ, Paging, UNIX, VAX, Virtual memory 
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Our growing reliance on online services accessible on the Internet demands highly 
available systems that provide correct service without interruptions. Software bugs, 
operator mistakes, and malicious attacks are a major cause of service interruptions and 
they can cause arbitrary behavior, that is, Byzantine faults. This article describes a new 
replication algorithm, BFT, that can be used to build highly available systems that tolerate 
Byzantine faults. BFT can be used in practice to implement re ... 

Keywords: Byzantine fault tolerance, asynchronous systems, proactive recovery, state 
machine replication, state transfer 
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